Installation Guide
Contents
SYSTEM REQUIREMENTS 2
CLIENT ottt ettt e b E bbbt bR E e R e b E bR R R bbb r et 2
ADMINISTRATOR CONSOLE ......vtvttietieiiiite st sr sttt et sh et b e e r e bbb e e e e bbbt e 2
WVEB CONSOLE ......ciuiititiitt ittt sttt ettt e h e bbb e h R bbb e e bbb et e e et 2
INSTALLATION 3
PRE-INSTALLATION STEPS: ..ottt sttt ettt er e bbb 3
INSTALLATION STEPS. ...ttttittsttsteeteeseeste st ss st sbeate st et e e bbbt bt s bt s e e en e e e e bt bt e b e b e bt e s e e e b et ab e n b e bt en e e s 3
SUB SERVERS 6
SUB SERVER INSTALLATION ....cutitiitiatestiatteterestesseste st esee e bt are st bt et e et an bbb e e e n et e an e nb e b ene e e s 6
USING A SUB SERVER ....cctiutiutettatiste sttt ettt sttt she et et ah ekt ah b e he s e e bt b e bt e b e et et e e bt ab et e e e enne e 6
INSTALLING THE CLIENT 7
SAVING A POLICY FOR A USER (INDIVIDUAL SETTING) ....c.vvveueereeeerereseeessssssssssssssesesssssnsssssssssesesssesesesens 7
SAVING A POLICY FOR A GROUP ..ottt sttt sr bbb sr bbb sr bbb 7
INSTALLING THE CLIENT SOFTWARE ....outiitiitiitiatiiietie sttt sr et sr bbb e b sr bbb 7
GROUPS 9
GROUP/USER PRIORITIES 9
SERVER AND NETWORK PERFORMANCE 10
MULTIPLE DOMAINS PER SERVER SHARE 10
LANGUAGE 10
SUSPEND/HIBERNATE 11
ENCRYPTION 11
COMPUTER CONNECTIONS 11
GROUP RESTRICTIONS TO THE ADMINISTRATOR CONSOLE 12
BEST PRACTICES 12
WINDOWS 7 COMPATIBILITY 13
CACHING 13
CACHING GROUPS.........ctiitiiiiiieiie ittt b bbb 13
CACHING USERS ...ttt et 13
FAQ 14
RIGHTS TO FOLDERS - QUICK SETUP GUIDE - FILE SHARE OPTION 15
RIGHTS TO FOLDERS — QUICK SETUP GUIDE - DATABASE OPTION 15



System Requirements

The following is required to run Limit Logins 4.0:

At least one Windows server

Dotnet 2.0

At least one Windows domain

One or more client computers
One or more administrative computers

Client

Operating System

Minimum Recommended Processor
Minimum Recommended RAM

Windows 98 or 98 SE
Windows ME
Windows NT 4.0
Windows 2000
Windows XP
Windows 2003
Windows 2008 Server
Windows Vista
Windows 7

Pentium 200 MHz
64 MB

Administrator Console

Operating System

Minimum Recommended Processor
Minimum Recommended RAM

Windows 98 or 98 SE
Windows ME
Windows NT 4.0
Windows 2000
Windows XP
Windows 2003
Windows 2008 Server
Windows Vista
Windows 7

Pentium 200 MHz
128 MB

Web Console

Operating System
Minimum Server Requirements

Any web enabled device
Any server capable of hosting a
MySQL Database




Installation
The following section will provide instruction on installing Limit Logins.

Pre-Installation Steps:

Choose one file server to host the client share. You can use multiple client shares

if you desire. The client computers will be accessing files from the client share(s).
(If using the MySQL database, you can include all domains on one central database server.)

Create a share on any server you want to host a client share. As an example, we
will use Sonarware.com. Sonarware.com has the following domain structure as
illustrated in Fig 1.1:

Domain Servers Server Role

Serverl Windows 2003 Domain Controller
Server2 Windows 2000 File Server

Sonarware.com

DCServerl Windows 2003 Domain Controller
FSServer2 Windows 2000 File Server

Admin.Sonarware.com

Fig 1.1

In this example, we will create a hidden share called \LimitLogins on one server
per domain. It will look like this:

o \\Serverl\LimitLogins$\

o \ESServer2\LimitLogins$\
Give yourself and any other network administrator read/write rights to these
directories. Browse to these directories and confirm that you can copy and delete
files.
Give all users read-only rights to these directories.
Choose one server to host the administrator console. These files will be needed to
be run from a central location in order to work properly.
Create a share and give the network administrators read/write access to this
directory. You will need only one server to host the administrator console files
for all of your domains.
In this example, we will use \\Server2\Console for the location of our
administrator console.

Installation Steps

1.

2.
3.

Download the Limit Logins setup file from the sonarware.com website. This file
is currently located at http://www.sonarware.com/index.php?download.

Execute the setup on your computer.

When it is time to specify a directory for installation, type in the UNC path of the
directory you created in the Pre-Installation. (\Server2\Console) If you are just




10.

11.

12.

testing the application for yourself, the default location (C:\Program
Files\LimitLogins) will be fine.

Once the files have been copied to the Server, you may execute LimitLogins.exe
from the server. (***It is very important that you run LimitLogins.exe from only
one server share. Do not attempt to copy the files to each administrators
computer. This will cause undesired results.)

Create a shortcut on each administrators computer that will point to
LimitLogins.exe on your server (or just use the new Web Console).

Prior to opening the administrator console from a share, you will need to adjust
dotnet security. You can do this automatically by executing Security.exe before
running LimitLogins.exe. Security.exe can be found in the same directory as
LimitLogins.exe (\server2\Console\Security.exe). You will only need to do this
one time per administrator machine.

Once you execute LimitLogins.exe, the administrator console setup should

appear, and should look like the one illustrated in Fi. 1.2.
Configuration

Domains | Email | Password|

Dromain Mame:
aw W <

.4 ? | |

UMC Path [Files will be stored here)
| | Add

Domain | Share

Bemove

i Back l B Newt ‘ l K Close

igure 1.2

Domain Name

a. Enter the Fully Qualified Domain Name here. Example would be
Admin.Sonarware.com.
b. Using just the Domain Name (ex. Admin) as your domain should work,
assuming you have proper DNS suffix entries.
UNC Path
a. Enter the UNC path for the domain. You should have created this
directory as described in the Pre-Installation section. For the example, we
will use \FSServer2\LimitLogins$\ as the directory to host the client files
for the Admin.Sonarware.com domain.
Click Add. Setup will now copy the necessary files to the server you specified. If
you see any errors during this phase of setup, then double check to make sure you
didn’t miss any steps.
Repeat steps 8 — 10 for each Domain in your Corporation. (If using a global database,
one domain entry can be used for all domains)
After all Domains have been entered, click next.




13. Email — If you have a mail server on your LAN, you can provide email settings.
If you do not have a mail server on your LAN, you can just click Next to skip this
step. An email server can be used to send email notifications to whomever you
specify. The email settings page should look like the one in Figure 1.3:

14. Type in the information. This only used as default information for the current
domain.

|D0mains| Email Password|

Ermnail Server:

Sender Email Address:

Fecipient Email Address:

[ Use Authertication
Llzemarne:

|
[ [ ] [Xe= ]

igure 1.3

15. If clients cannot communicate to a mail server by name, enter in the IP address of
the Server.

16. Click Next

17. Set Default Password — This is where you set the password for your clients to
cancel an action. For example, if their computer is scheduled to logoff at a certain
time, and the box pop’s up telling them that the computer is going to be restarted,
they have the option of canceling, but only if they know the password. You set
that password here.

| Domains | Email | Password |

Enter a Password:

18. If



you don’t specify a password, the default password “limit4you” will be used.
19. If you are done, click Close.
20. The administrator console should now show.

Sub Servers

Limit Logins will allow you to install Sub Servers. A Sub Server is an additional server
or servers that allow you to divide network traffic on a domain. Generally, you will want
to setup a Sub Server between slow network links, or when you have a very large domain
of users.

For example, say you have one domain in your organization. This domain spans across
multiple WAN links comprising of four branch offices. In this example, you could setup
a server share in each branch office, keeping all traffic in the local branch office.

In another example, say you have 10,000 users in a single location using a single domain.
You have the option of adding additional servers to increase performance with sub-
servers.

Sub Server Installation

Follow these steps for installing one or more Sub Servers:

e Setup your server(s):

o Setup a server share on each server in which you want to use as a server
share.

o Make sure you as the administrator have Write, Modify, and Read rights
to each share (both NTFS & File Share permissions)

e Run the Administrator Console, and click on the Blue Underlined word next to
the “Sub:” label under the overview tab. You can also choose Sub Server Setup
under the Edit menu or click the add sub-server button located on the toolbar.

e Make sure the domain you are adding a sub-server to, is listed as the domain
name.

e Next, type in a descriptive name for the Sub, followed by the directory. The
directory should be a UNC path (i.e. \\server\share) to the server share you
created. Then click Add.

e Repeat the last step for every Sub Server you wish to create.

e Verify that your Sub Servers are visible in the list.

Using a Sub Server

To use a Sub Server, click on the dropdown list located on the toolbar. The first server
share created with the domain will always be called “Default”. In this menu, you should
see all of the Sub Servers that you have created for the current domain. If you select a
sub, you will notice that the Directory and Sub name will change.



Settings for each user are completely separate between Subs. This means that if you set
settings for UserA in a Sub called “Finance” for example, UserA in the “Default” sub
will be unchanged.

Clients will use the Sub Server share the same way they would use the Default Sub. The
only difference is they will be using a different path when they call RunLogins.exe.
Make sure each user uses the appropriate server share according to their location.

Installing the Client

Before you run the client software, you’ll need to give everyone who will be running the
client software the appropriate rights to a few key directories. See Rights to Folders —
Quick Setup Guide located near the bottom of this guide for information on how to setup
rights for these directories. In order for the client application to run on the client
computers, you will need to save a policy for the user or group. It is recommended that
you save a policy for groups instead of users for ease of use. If a user needs a specific
policy that is not defined in your group settings, you should use an individual setting.

Saving a Policy for a User (Individual Setting)

To save a policy for a user:

e Select one or more groups that contain the user you want to save a policy for.
Selecting the Everyone group will display all users in your domain.

e The users of the group will display under the username list.

e Select one or more users under the username list.

e Select the options you want defined for the selected user or users. For example, if
you want these users to log into no more than one computer at a time, make sure
the Limit of Logins is set for 1, or if you don’t want a limit, set it to “No Limit.”

e Click the Save button in the upper left hand corner of the administrator console.

Notice that all users who have a policy have a colored user next to their username. All
other users that have no policy defined are black and white.

Saving a Policy for a Group

To save a policy for a group:
e Click one or more groups in the Groups section.
e Select the options you want defined for the selected group or groups.
e Click the Save button in the upper left hand corner of the administrator console.

Installing the Client Software

The only application that will need to be installed on the client machines is Dotnet 2.0. If
that is installed, the only other thing that needs to be done is to execute RunLogins.exe on
the client Computer using Group Policy. The first time you run RunLogins.exe on a
client from the server, it will automatically copy over the necessary files to the client
computer. The next time you execute RunLogins.exe on the client from the server, it will
automatically compare the server copy with the local copy. If there is a new version on



the server, it will copy it the local machine, and will execute it locally. This makes
upgrading Limit Logins very easy, and keeps open files off of your server. If both the
local and server software is the same, then there will be no file transfer and will
automatically run the client software from the local machine. You can execute
RunLogins.exe in one of the following ways.

Group Policy (preferred)

Login Script

Registry

or Startup Folder

Group Policy

There are different methods of using group policy to run the software on the client
machines. One example is to use the “Scripts (Logon/Logoff)” option. This will ensure
the software is run at logon. This option is located at User Configuration/Windows
Settings/Scripts (Logon/Logoff)/Logon.

i
File  Action \Miew Help
q.:l - B2 @ :E_i-} Logon Scripts for LoadProgramOnStartup
f}fLaadPngramOnStartup [server s || mame =
= ﬁ C\amputer Configuration ' @Lngun
i :L__j Software Settings @Lugnff Mame B ers
+-[_] Windows Settings
+-[_2] Administrative Template
= @ User Configuration [
- [_]] Software Settings
=[] windows Settings
ol Remate Installation| Add
=] Seripts {LogonfLoge =
+- g Security Settings Edit...

277 Eoldar Dadivackinn | | |
4 logon.vbs - Notepad

File Edit Faormat ‘Wiew Help

oim wshshell
set wshshell = Createchject("wscript.shell")

Scripts

logon. vbe

olicy Object, press

wshshell. Exec"\serverlslimitlogins$™\RunLogins. exe")

i ] Cahcel

In this example we have used \\Server1\limitlogins$\RunLogins.exe.

Login Script (Optional)

Using a new or existing login script, you can execute the client software. Execute the
following file in your login script for all users:

\Serverl\LimitLogins$\RunLogins.exe (Replacing \Serverl\LimitLogins$\ with the
directory you chose during setup.)




Registry (Optional - Not Recommended)

For every compatible computer in your organization, run the following command from
HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run:
\\Serverl\LimitLogins$\RunLogins.exe.

Startup Folder (Optional - Not Recommended — Use this as your last option)

For every compatible computer in your organization, create a shortcut that points to
\\Serverl\LimitLogins$\RunLogins.exe, and place it in the startup folder. On Windows
NT based Operating Systems, place the shortcut in the All Users startup folder.

(Note: You will only want to choose one of the above methods for implementing Limit
Logins. Using two or more of the above methods may execute the client software twice)

Groups

A list of groups in your domain will appear when you start the administrator console. It
is recommended that you create the Limit Login groups in Active Directory before
defining policies in the administrator console.

The group Everyone is included, and given the globe icon @. If a policy for this group is
defined, it is automatically given a priority of 1 (lowest, see below), and all users who run
the software will by default execute this group setting unless they belong to any other
group defined by the admin console. (See Group/User Priorities for more information.)

Group/User Priorities

Under the Logins tab in the administrator console, there is setting for priority level. You
can set different priorities for different users/groups. By default, a user has a higher
priority level than a group. When a user is assigned to multiple groups, only one policy
can apply to the user. This is determined by the highest priority set for the user/group.

For example, UserA belongs to the following groups, and all groups have a policy set in
Limit Logins:

e Groupl — Priority 40

e Group2 - Priority 41

e Everyone — Priority 1

If UserA had a priority of 42 or higher, UserA’s individual policy would apply to UserA
when he/she logged in. If UserA had a priority of 40 or lower, Group2’s group settings
would apply to UserA since it is the highest priority. The group Everyone would apply
only if no other policies were set for the user or groups the user belongs to.
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Server and Network Performance

Starting in version 3, is the option of automatic network performance. This will adjust
the network performance automatically depending on how many clients are using the
software.

It is recommended that you keep the option set at “Automatically control intervals.”
However you can still manually specify the options to your choosing.

The cross-site roaming option is for users or groups that may be located across a WAN
link, or may occasionally roam across a WAN link. This option will extend the wait time
of the remote connection to minimize network bandwidth.

Remate Connection Intervals
(&) Automatically control intervals

() Specify static connection intervals:

\—f-‘) Enabled

=~
L — Enabled

Enabled

[] Enabled Crozz-Site Roaming Option

Multiple domains per server share

You can now have multiple domains per server share. To do this you will need to create
identical group names in each domain using Active Directory. You can only display one
of these domains in the administrator console. When you have a policy for this group
saved, it will apply to all members, regardless of which domain they belong to.

This feature is useful for multiple domains that are located at the same site.

Language

You can set your preferred language for the administrator console, and also for your
clients. For your clients, you can set a preferred language for a specific user/group. For
example, if your organization consists of users whose native language is Spanish, and
another group of users whose native language is French, you can create Spanish and
French language groups so that their client software will display in their native language.

You can also customize or add languages easily. For the administrator console, open up
the \Languages\English.ini (in your administrator console share), and translate the words
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contained within the file to any language. Then save the file as ani (with

being the name of your language). For the client, open up
\Languages\English.ini (found on your client shares, and also in your administrator
console share under the directory \ClientInstallFiles\Languages\English.ini), and follow
the same steps as above.

Suspend/Hibernate

There are a few options available to suspend or hibernate a client computer. When a time
restriction 1s enabled for a client, the enforcement can be set to suspend or hibernate.
Also when schedule an enforcement is enabled, suspend or hibernate is available (in
addition to the regular enforcements). If you are to use these new options, make sure you
look at the security tab, under “Suspend/Hibernate Mode Settings”, and choose the best
option that applies. You can choose to either remove the connection while the client
computer sleeps, or keep the connection in a dormant state while the client computer
sleeps.

Encryption

All client settings and functions are encrypted. In addition, all options that use passwords
or remote execution are encrypted using the latest multi-layer encryption algorithms.

Computer Connections

Under the computer connections tab, there is a table that will display information relating

to the logged in computers. Using this table, you have an overview of how your clients

are functioning. Each row has a colored light which denotes the status of the connection:
o 2 Agreen light denotes that everything with the client is functioning properly.

DA yellow light denotes that the check-in time of the client is late.

o« @ Ared light denotes that the check-in time of the client has missed more than
three check-ins, and most likely needs to be manually removed.

e 2 A grey light is displayed when the client computer is not set to check-in, or it
is currently in one of two sleep modes.

You can manually remove computer connections if desired by right-clicking a computer,
and then clicking remove. You can also remotely connect to these machines by right-
clicking.
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Group Restrictions to the Administrator Console

The administrator console can be —
.

set to allow certain features to be
locked or unlocked for specific ‘21() i saiiefonm in et faiihe
groups. You can access this menu D=m b
by clicking on the Edit>Group | | seenescon [ st 4
Restrictions menu item. It is B

recommended to place the Domain Ful Corto vy +

Users or Users group first in the Assigned Rights:

t console.

IiSt Set this group tO Read Only . SZ?\:nearltr;st COMm di:::i uzers ::;TSDS::
Once this has been completed, you [ sz smm: focleirmoy
can add your own specialized [ metsom ce o CesCovesion o

groups to the list. Make sure that

you add an administrative group

with Full Control to the list. If i | |
there are no groups defined, all 4'
users who use the application will have Full Control (assuming the user has proper
file\folder rights). Also, once you have defined group restriction settings, modify the

security of the restritions.ini file (\Ini\Restrictions.ini) so that only your administrators
have read/write access.

Best Practices

This section will suggest some ideas for optimal use.

¢ When using the administrator console to make changes to policies only, enable
the speedy option §% before clicking on a user or group. While this button is
enabled, it temporarily disables the displaying of users or computers to make your
changes fast.

e When saving a policy, take note of the blue box
surrounding the user list or group list. Whichever
one the blue box is surrounding, is the policy that
will be saved. For example, let’s say you selected
the Everyone group, and then selected the user John
within the user list. When you click save, the
current settings for John will be saved since the box
is currently surrounding the user list. _

e When saving a group or user policy, it is important | |showDri Ensbied M |
to remember to save the policy before clicking another user or group. For
example, let’s say you clicked the Everyone group made changes, and then
clicked another group. Those changes will be lost unless you click the save
button before you click the other group.

L
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Windows 7 Compatibility

Both the administrator console and client software work great using Windows 7. If you
are trying to run the administrator console using Windows 7, and you receive a dotnet
security error message, you will need to temporarily enable Compatibility Mode for
Windows XP. To do this, right click LimitLogins.exe and then select properties. Then
click on the Compatibility tab. Check “Run this program in compatibility mode for:” and
then select Windows XP. If running LimitLogins.exe through an administrator share,
you may have to download the complete setup package, install the software locally,
repeat the steps above, and then run it from the network share.

Caching
Caching is available to speed up the control of the Administrator Console. The two lists
that you can cache are:

e Groups list

e Users list
Caching groups will speed up the time that the application takes to start or switch
domains.

Caching Groups
To cache the groups list for faster loading, open the Administrator Console and do the
following:
e Create the desired policies and then select the “Show Only Enabled” filter under
the groups list (or “Show All” if you want all groups to be cached).

e Click the hard disk icon that is located to the left of the groups list.
e Select “Yes” if you want to make caching the default filter for all users.
e Make sure the “Show Only Cached Groups” filter is selected.

To update the cached list, repeat the steps above.

Caching Users
Caching users can speed up the time that it takes to load the users into the list when a
group has been clicked. This is only recommended if you have multiple thousands of
users in a specific group, or if your Active Directory takes a long time to retrieve a list of
users within a group. To enable the caching of users, do the following:

e Make sure the “Show All” filter is selected under the Users list.

e Select the desired group name under the Groups list.

e Click the hard disk icon that is located to the left of the users list. El

e Make sure the “Show Only Cached Users” filter is selected.
To update the cached list, repeat the steps above.

Take note that the cached lists will not currently update themselves, and you will need to
update the list manually.
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FAQ

Q: How does Limit Logins enhance security?
A: The following are just some of the many security benefits of Limit Logins:

« Allows the administrator to set the number of concurrent logins for each user.

e Prevents the sharing of user passwords.

e Prevents users from logging onto multiple computers, and then allowing another
USer access.

o Ability to LogOff/Restart/Shutdown any computer from a central CONSOLE.

o Ability to view logs of past user activity.

« Ability to send email alerts when specified users Login, LogOut, reach their limit,
etc.

o Ability to set security sensitive user accounts to automatically logoff after a
specified amount of time of being logged in.

o Ability to set user accounts to LogOff, Restart, or Shutdown at any specified time.

Q: Does Limit Logins support multiple domains?
A:Yes

Q: What are the System Requirements for the Client Side?
A: On the client side, Limit Logins will run on Windows 98/NT4/2000/XP/2003/2008
Server/Windows Vista/Windows 7.

Q: Is there limited functionality on Windows 98 Machines?

A: Just one. When you send a Force LogOff command to a Windows 98 machine, it will
force a restart instead of forcing the user to logoff. This is because Windows 98 can not
handle a "Force LogOut" like the newer operating systems. Everything else works just
fine.

Q: When the administrator console loads, | don't see any usernames
in the list.

A: Please double check your DNS settings. Make sure you have a proper DNS entry on
your computer. Also make sure you have a DNS suffix entry for each domain you
administer. Also make sure you have administrative rights to the domain. If all of your
settings are correct, try hitting the refresh button a couple of times. Also, check to see if
the time/date is in sync with the server.

Q: How long is my trial good for?
A: Your trial will be good for 30 days.

Q: One of my users can't log into a machine because it tells her that
she is logged into another machine. That other machine is currently

logged out. How can | fix this?
A: You have a few options of fixing this problem. You can choose either one:
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e Have the user log into the other machine, then logout. This will clear the
connection for that user.

e Using the administrator console, find the user, click the computer account, and
then click the "clear connection” button to clear the connection.

Q: The client software wont run on when specific users login.

A: Usually, when the client software won’t run on a specific client, it is because a policy
has not been defined in the administrator console. To do this, open the administrator
console, click on the user you want the client software to run on, select the desired
options, and click save. The client software should then run on the client computer when
logging in. Also be sure that dotnet 2.0 is installed on the client machine.

Rights to Folders — Quick Setup Guide - File Share
Option

(If using the database option, skip this section)

If you are not planning on using the database option, then please setup your directory
structure for Limit Logins on each domain share and sub-server share after the following
example:

\\server\share$ - Read rights
\\server\share$\Languages - Read rights
\\server\share$\Data - No rights

\\server\share$\Data\Logins - Read, Write, , Delete rights.
\\server\share$\Data\Logins\Logins.log - Read, Write, rights.
\\server\share$\Data\Logins\Error.log - Read, Write, rights.
\\server\share$\Data\ComputerInfo - Read, Write, , and Delete rights
\\server\share$\Data\Remote - Read, Write, , and Delete rights
\\server\share$\Data\Logs - Read, Write, , and Delete rights
\\server\share$\Data\Policy - Read, Write, , and Delete rights

\\server\share$\Ini - Read rights

You may also Deny List Folder Contents on all folders for extra security.

Rights to Folders — Quick Setup Guide — Database
Option

If using the Database option, you will only need the following right to the client share:
\\server\share$ - Read rights

The rest of the rights are setup within the database. See Limit Logins 4 Database Install
Instructions.pdf for further details.




